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From: DISA WASH DC(DMDS Profiler Acct) [DISAWAS@ncr.disa.smil.mil]
: Monday, May 13, 2002 10:09 AM -

3::“. Dmangslionymi:l:: Director DISA (DMS Org Acct); Organization JTF-CND; DM NCS (DMS
Group Asct); DIR for TIS (DMS Group Acct); Security (DMS Group Acct): CING Support (DMS
Org Acel): DIR SP3 (DMS Group Account); Prin Dir Ops (DMS Group Acct): DD DISA Info
Trans (DMS Group Acct) .

Subject: RTD:O 1314042 MAY 02 JTF-CNO WASHINGTON DC COMMANDERS INTEREST IN
COMPUTER NETWORKS

Importance: High

OTTUZYUW RUEIDCA4564 1331404-UUUU--RHMCSUU RUQUCND.

INR UuTUl
0 131404z MAY 02

FM JTF=CHO WASHINGTCON DC//f

TO CORLIWA FT BELVOIR VA//IAIW-AC/IAIW-DO//IAIW-CDR//

COMAFFOR CND KELLY AFB TR/ /CC//

COMMARFOR CND WASHINGTON DC//

NOTF-CHND WASHINGTON DC//S00/01/N2/N3//

COGARD TISCOM ALEXANDRIA WA/S/ISD-3RAS/

MGR NCS5 WASHINGTON DC//N37/

DCAM FT BELVOIR VA//OITN//

DECA FT LEE VA//DEC-IM/IMO/IRM//

DCMA FT BELVUGQIR VA//IT//

DFAS HQ WASHINGTON DC/J/SCr/

DIA WASHINGTOM DC//DR//

DISA WASHINGTON DC//D//S

DISA ARER COMMAND COLUMBUS OH//BMNOSC/CERT//

DLA CERT COLUMBUS OH//

DSCC COLUMBUS OQH/ FTACY/

DTRA DULLES WASHINGTON DC//S0/18/(/

DIRNSA FT GEQRGE G MEADE MD//IBC/SHO/L1,/R3I/TO1,/B4/PT094/WIMT/
WSFa,/Pll/X71))

NIMA RESTOM VA//MSSAS/

NISA WASHINGTOM DC//DSwW//

MAOD WASHINGTON DO/ /OSF/O0OMIED/COM-EMOC! !

SECDEF WASHINGTOMN DC//3IMDO//

NGE WASHINGTON BC//NGE-ARZ/NGEB-ALS//

INFQ SECDEF WASHINGTON DC//ASDCIX/IA/GC/DOD/AIG-INV-OPS//

JOINT STAFF WASHINGTON DC//J3//

USCINCIFCOM NORFOLK VA/S/CC/J3//

USCINCCENT MACDILL AFB FL//J3//

USCINCEUR VAIHINGEN GE//ECJ3//

USCINCPAC HONOLULU HI//J3//

USCINCED MIAMI FL//J3//

USSPACECOM COMMAND CENTER PETERSON AFB CO//J2/J3/J33/J39/J6/

JEQ/PR/ /S

USCINCSOC MAUDILL AFB FL//CC/S50L0-IQ/S0I0-C4X1/S0I0=-CAI-AISY

SOIC-C4I-IAf/

USSTRATCOM OFFUTT AFB ME//J3//
USCINCTRANS SCOTT AFB IL//J3//
ACERT FT BELVOIR VA/S/
RUQUVCND/AFCERT KELLY AFB TX//
FLTINFOWARCEN NORFOLK VA//N3//

MITHOC QUANTICO VA/S/

CMT WASHINGTOW DC//C4I/PPOS/

HQ USAF WASHINGTON DC//XDI//

CHO WASHINGTON LC//M2/N3/N6/MBEL3//

DA WASHINGTON DC//ZAIS-ZASIAS/V

DIENSA FT GEORGE G MEADE MD//NDC/SIRPO/NSIRC//
CIA WASHINGICM DC//DI/OTI/DO/CITO/CTG/NIO-W//
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FET WASHINGTON DC//NIPC/NSD(NS-6)//
WDHO OTTAWA ON CAR/ /JIC2TI0O/JEIO/ S
CF5 LEITRIM//DMD CIRT//
DIO CANBERRAR AS/S
HMODUK) JHQ DISG/S/
JTF=-CHO WASHINGTON DC//
BT
UNCLAS
MEGID/GENADMIN/JTF-CNO//
MODUK FOR JSYCC
HQ DISG FOR DISSIRT
DIO CAMBERER FOR MR J ROBERTSON DEsTR/ /DDS
SURT: COMMANDERS®' INTEREST IN COMPUTER NETWORES (U)
REF A. DIRNSA 241203Z AFPR 02
REF B. JTF-CNO DAILY ACTIVITY REPORT, Z4 AFR 02
REF 0. CJCSI &510.01C
nEF D. CTO 02-03; AWRREMNESS AND PREPARATION FOR POTENTIAL
CYEEE ATTACKS AGATNST DOD NETWORKS, 2503082 APR 02
1. (B) DOD HAS BEEN EXPERIENCING A SERTES OF INTRUSICNS THAT
HAVE SET AN ALARMING TREND. WITHOUT EXCERTION., EACH INTRUSICH
WOULD HAVE BEEN PREVENTED HAD DOD, CJCS, SERVICE FOLICIES,
TAVA'S AND JTF-CNO CTO'S BEEN IN PLACE. ALL INTRUSIONS WERE
PREVENTABLE!
2. (U) IT IS IMPERATIVE COMMANDERS TAXE PERSONAL IWTEREST IN
THE DEFENSE AND PROTECTION OF THEIR COMFUTER NETWORKS. THESE
ARE THE NETWORKS UPON WHICH ALMOST ALL OF YOUR DATLY OPERATIONS
ARE DEPENDENT, AN INTRUSION INTO QWE OF THESE NETWORKS CRUSES
THNTORMATION DELAYS AND INEFFICIENCIES WITHIN YOUE OWW
ARGANTZATIONS AND WASTES RESOURCES YOU COULD FUT TO BETITER USE.
THIS IS NOT A COMMUWICALLUNS SVEPORT ISSUE BUT AN OPERATTONAL
ISSUE, BECAUSE IT EFFECTS YOUR COMMAND'S FPERFOCEMANCE AND
RESOURCES.
i. (U] DEPENDING ON THE SEVERLITY OF THE INTRUSTION, A SIMPLE
ACCESS TO AM UNCLASSIFIED NETWORX COULD PLACE OUR EMNTIRE SYSTEM
AT BTISK. WE HAVE VOLUMES OF DATA SHOWING HOW QWE SIMPLE
INTRUSTION HAS SPREERD TO MULTIPLE WETWORKS AFFECTING SEVERAL
COMMANDE. WE HAVE EEEN FORTUNATE THAT NONE OF THESE INTRUSICNS
HAS MOVED BEYOND OUR UNCLASSIFIED NETWORHS. JTF-CNO NEEDS YOUR
HELP TO SECURE DOT METWORKS. FULL COORERATION AT ALL LEVELS 1S
REQUIRED TC PROVIDE A LAYERED AMD SOLID DEFENSE.
4, (% ALL ¢OMMANDPRE/DIRECTORS ARE REMINDED OF THEIR PERSONAL
RESPONSIBILITY TO PREPARE AND PROTECT THEIR NETWORKES FROM
ATTACKS . COMPUTER SECURITY IS CRITICAL TO SMOOTH AND CONTINUGUS
CPERATIONS.
5. (U} PLEASE ENSURE FULL DISSEMINATICON THROUGH YOUR
COMMANDERS / DIRECTORS.
E. {U}POINT OF CONTACT: JOIMT TASK FOHCE WATCH OFFICER

pDsM: (312) 327-4583, COMM (703) &607-4583

NIFR: JTFWORJTFCNO.IA.MIL

SIPR: JTFWEJTFCMNO.IA.SMIL.MIL
DERIVED FROM: MULTIPLE SOURCES
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